Policy No: CP25                                                                          Reference:  D-26-2451

Policy Title:  Artificial Intelligence (AI) Usage Policy

[bookmark: OBJECTIVE]PURPOSE

This policy establishes general principles to enable the Mindarie Regional Council (MRC) to utilise Artificial Intelligence (AI) technologies, in a safe, ethical, and responsible manner. It acknowledges that AI offers significant opportunities to enhance efficiency, and implement transformational technologies for continuous improvement, while ensuring that AI solutions are implemented with responsible controls, to protect the MRCs’ sensitive data and information, comply with the MRCs’ Privacy Policy and relevant legislation. It identifies that all AI-assisted decisions must be based on accurate information, include human oversight, and be verifiably unbiased, fair and contestable.

[bookmark: SCOPE]SCOPE

This policy applies to all MRC Councillors, employees and contractors / consultants.

[bookmark: POLICY_STATEMENT]POLICY STATEMENT

The MRC will ensure that AI implementation complies with the ‘WA Government Artificial Intelligence Policy and Assurance Framework’, ‘The Privacy and Responsible Information Sharing (PRIS) Act 2024’, and the ‘Western Australian Freedom of Information Act 1992’. This is to ensure that data and information the MRC holds is not misused, compromised or breached, as a result of actions of the MRC. All AI use must be transparent and subject to human oversight to maintain transparency and accountability.

AI technologies may be used to improve efficiency and deliver community benefits, provided outputs are validated for accuracy, comply with copyright and intellectual property laws. AI should enhance, not replace, human interaction, and the MRC will ensure human contact remains available.

[bookmark: PRINCIPLES]PRINCIPLES

The MRC adopts the principles set out in the WA Government Artificial Intelligence Policy to ensure AI is used safely, ethically, and responsibly. These principles guide all AI-related activities within the MRC and include:
1. Human, Social and Environmental Wellbeing - AI must be used for legitimate business purposes, delivering benefits to the community enabling efficiency, while avoiding harm.
2. Human-Centred Values - AI must support not replace human judgment. AI systems must not undermine the democratic process and must not undertake actions that threaten individual autonomy.
3. Fairness - AI outputs must be free from bias and discrimination and promote equitable outcomes.
4. Privacy Protection and Security - AI systems must comply with the MRC’s Privacy Policy and relevant legislation, ensuring personal and sensitive information is protected.
5. Reliability and Safety - AI systems must be validated before use in official processes.
6. Transparency, Explainability and Contestability - AI use must be disclosed, decisions explainable, and processes open to review and challenge.
7. Accountability - Clear responsibility for AI decisions must be maintained, with human oversight at all times.
[bookmark: CONFIDENTIALITY]CONFIDENTIALITY

Confidentiality is critical within the MRC’s use of AI. Human rights, data leakage, and cyber security threats all must be considered when using AI to protect the MRC, individuals, and organisations whose information the MRC holds.

Information must not be shared with unapproved AI Platforms and must be de- identified before being used in approved platforms, such as:

a) Personal;
b) Sensitive Personal;
c) Sensitive Aboriginal Traditional;
d) Sensitive Aboriginal Family History;
e) Credit;
f) Confidential;
g) Commercially Sensitive;
h) Financial; or
i) Health Information
[bookmark: RISK_ASSESSMENT]
RISK ASSESSMENT

Implementation and use of AI must be subjected to a risk assessment developed by the MRC’s IT Department for compliance with regulatory requirements and the potential risk to the MRC prior to procurement or implementation. Approvals by the MRC’s Executive Manager Corporate Services and the CEO must be evident and are to be captured in the MRCs Information Asset Register (IAR) and the Records Management System The IT business unit will maintain a register of approved AI applications that have been assessed and approved for use in the MRC in line with AS ISO/IEC 42001:2023.

Contracts with third party vendors must be assessed for AI integrations and compliance, to enable evolution of technology, improve efficiency, optimise resource allocation, and provide benefit to the community.

[bookmark: RECORD_KEEPING]RECORD KEEPING

[bookmark: ENABLING_CAPABILITY]All records created by or through the use of AI, must be managed in accordance with the State Records Act 2000, State Records Office Records Management Advice – Artificial Intelligence (AI) and Recordkeeping, and the MRC Recordkeeping Policy and Recordkeeping Plan. These records remain the property of the MRC and are subject to Freedom of Information (FOI) requests.

ENABLING CAPABILITY

The MRC acknowledges the varying levels of staff and Councillors familiarity with AI and commits to:
a. Building capacity and providing training in the responsible and effective use of AI.
b. Integrating AI awareness and ethics into workforce development programs.
c. Encouraging a culture of continuous learning and adaptation of new technologies
d. Engaging staff in identifying innovation opportunities and risks
e. Providing an internal AI Framework to guide the ethical, legal, and effective use of AI across the organisation.

[bookmark: ROLES_AND_RESPONSIBILITIES][bookmark: CEO,_Directors,_and_Managers]ROLES AND RESPONSIBILITIES

CEO and Executive Managers

· Identify AI platforms for improved efficiency and service delivery.
· Ensure staff are trained in safe, ethical, and compliant AI use.
· Monitor compliance and report concerns, non-compliance, or misuse to the Chief Information Officer.
· [bookmark: Chief_Information_Officer_(CIO)]Ensure the use of AI is disclosed in reports.

Executive Manager Corporate Services

· Approve platforms based on risk assessment and compliance checks.
· Identify AI platforms for improved efficiency and service delivery.
· Oversee training and support across the organisation.
· Ensure AI systems and use is compliant with current legislation.
· Maintain a register of unauthorised and authorised platforms.
· Ensure data and information security is maintained.
· Report any data breaches in line with the PRIS Act 2024.

[bookmark: Elected_Members,_Staff,_and_Contractors]

Staff and Contractors

· Complete training on safe, ethical, and compliant use of AI
· Identify areas where AI may improve Council processes
· Use only authorised AI platforms in line with this policy
· Disclose the use of AI in work processes and reports
· Ensure information in AI is de-identified and does not include sensitive data

[bookmark: GOVERNING_LEGISLATION]GOVERNING LEGISLATION

[bookmark: WA_Government_Policy_and_Standards]The MRC’s use of AI is governed by relevant legislation, standards to ensure compliance, transparency, and accountability. 
This includes:

WA Government Policy and Standards
· WA Government Artificial Intelligence Policy
· WA Government Cyber Security Policy
· Privacy and Responsible Information Sharing (PRIS) Act 2024
· Freedom of Information Act 1992
· State Records Act 2000
· Local Government Act 1995
· WA Public Health Act 2016

[bookmark: Commonwealth_Legislation]Commonwealth Legislation
· Australian Privacy Act 1988 (APP)
· Electronic Transactions Act 2011
· Equal Opportunity Act 1984
· Evidence Act 1906
· Financial Management Act 2006
· Limitation Act 1935
· The Australian Consumer Law
· The Corporations Act 2001
· The Online Safety Act 2021
· Public Sector Management Act 1994
· Public Interest Disclosure Act 2003
· Australian Standard – Information Technology – Artificial Intelligence – Management System AS ISO/IEC 42001:2023

COMPLAINTS

Individuals have the right to raise concerns about the MRC’s use of AI, including issues related to compliance with this policy. Should an individual believe the MRC, or an employee has breached the Privacy and Responsible Information Sharing (PRIS) Act 2024 regarding their personal or sensitive information, the individual has the right to lodge a complaint with the MRC, as per the MRC’s Privacy Policy, Customer Service Charter and Complaints procedure.

[bookmark: Non-Compliance]Should an individual believe the MRC did not correctly address the complaint, they have the right to lodge an external appeal with the Office of The Information Commissioner.



Non-Compliance

Non-compliance with this policy will be subject to disciplinary action. The MRC reserves the right to take legal action, including civil or criminal proceedings, for violations of this policy or misuse of AI technology on the MRC systems and devices.

DEFINITIONS

	Term
	Definition

	Artificial Intelligence (AI)
	An engineered system that generates predictive outputs such as content, forecasts, recommendations, or decisions for a given set of human defined objectives or parameters without explicit programming. AI systems are designed to operate with varying levels of automation. ‘Western Australian Government Artificial
Intelligence Policy’

	Confidential or commercially sensitive information
	‘means —
(a) information that is required to be kept confidential because of a contractual or equitable obligation; or
(b) any other information the disclosure of which would prejudice
any person’s legitimate business, professional, commercial or financial interests.’ PRIS Act 2024

	Credit Information
	‘Credit information about an individual is personal information (other than sensitive information) that is:
(a) identification information about the individual; or
(b) consumer credit liability information about the individual; or
(c) repayment history information about the individual; or (ca) financial hardship information about the individual; or
(d) a statement that an information request has been made in relation to the individual by a credit provider, mortgage insurer or trade insurer; or
(e) the type of consumer credit or commercial credit, and the amount of credit, sought in an application:
(i) that has been made by the individual to a credit provider; and
(ii) in connection with which the provider has made an information request in relation to the individual; or
(f) default information about the individual; or
(g) payment information about the individual; or
(h) new arrangement information about the individual; or
(i) court proceedings information about the individual; or
(j) personal insolvency information about the individual; or
(k) publicly available information about the individual:



[bookmark: COMPLAINTS]
[bookmark: DEFINITIONS]
	
	(i) that relates to the individual's activities in Australia or the external Territories and the individual's credit worthiness; and
(ii) that is not court proceedings information about the individual or information about the individual that is entered or recorded on the National Personal Insolvency Index; or
(l) the opinion of a credit provider that the individual has committed, in circumstances specified by the provider, a serious credit infringement in relation to consumer credit provided by the provider to the individual.’ PRIS Act 2024

	Information Breach
	‘means –
(a) Unauthorised access to, or unauthorised disclosure of information; or
(b) Loss of information.’ PRIS Act 2024

	Health Information
	‘information or an opinion about:
(i) the health, including an illness, disability or injury, (at any time) of an individual; or
(ii) an individual's expressed wishes about the future provision of health services to the individual; or
(iii) a health service provided, or to be provided, to an individual; that is also personal information;
(b) other personal information collected to provide, or in providing, a health service to an individual;
(c) other personal information collected in connection with the donation, or intended donation, by an individual of his or her body parts, organs or body substances;
(d) genetic information about an individual in a form that is, or could
be, predictive of the health of the individual or a genetic relative of the individual. ’Privacy Act 1988 Cth.

	Information Assets
	‘Information assets include records, information and data that are
created, collected, received and kept as part of government business.’ National Archives of Australia.

	Financial Details
	Information relating to an individual's finances e.g. bank accounts or credit card numbers

	Personal Information
	‘means
(a) Information or an opinion, whether true or not, and whether recorded in a material form or not, that relates to an individual, whether living or dead, whose identity is apparent or can reasonably be ascertained from the information or opinion; and
(b) includes information of the following kinds to which paragraph
(a) applies —
(i) a name, date of birth or address;
(ii) a unique identifier, online identifier or pseudonym;
(iii) contact information;
(iv) information that relates to an individual’s location;
(v) technical or behavioural information in relation to an individual’s activities, preferences or identity;
(vi) inferred information that relates to an individual, including predictions in relation to an individual’s behaviour or preferences and profiles generated from aggregated information;
(vii) information that relates to 1 or more features specific to the physical, physiological, genetic, mental, behavioural, economic, cultural or social identity of an individual.’ PRIS Act 2024

	Sensitive Aboriginal Family History Information
	‘means information, including family history information, that —
(a) relates to Aboriginal people and their ancestors; and
(b) was collected in the period from 1898 until 1972 for the purposes of implementing laws, and government policies and practices, applying specifically to Aboriginal people.’ PRIS Act 2024


	Sensitive Aboriginal Traditional
Information
	‘means information that, according to Aboriginal tradition, should not be disclosed to individuals who are not the knowledge holders of that information.’ PRIS Act 2024
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